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Safe CPS aren't blind.

“In this situation, what decisions should | take?”
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Safe CPS aren't blind.

“In this situation, what decisions should | take?”

Today: “In which situation, can/should | take a decision?”

— How does it affect the first question?
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Event-triggered systems

Optimistic setting: continuous sensing
Define precisely when the controller need to be ran.
Example (Bouncing Ball)

0<z<5A<0N0<gND<c<IANODL f—
[(({2' = v, = —g&x > 0};
if(z =0)v:=—cv)*](0 <z <5)
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Event-triggered systems

Optimistic setting: continuous sensing
Define precisely when the controller need to be ran.
Example (Bouncing Ball)

0<z<bAV<0N0<gAND<c<IANDL f—

({2 =v,v=—g&2x>0AN2 <5} U{z =v,v/ = —g&az > 5});

if(z=0)vi=—cv;1IfA<z<5A v>0 )v:=—fu)(0<z<5)
~—~—

only tap down

The law of physics are non-negotiable!
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Time-triggered system

Software are discrete not continuous.

Only time causes the controller to act.

0<x<5AV<0ON0<gNAND<c<INOL f—
[(1f(z =0)v:=—cu;
{2/ =v,0'=—g,t' =1&x > 0})*](0 <z <5)
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Time-triggered system

Software are discrete not continuous.
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— Tricky to get right
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Time-triggered system

Software are discrete not continuous.

Only time causes the controller to act.
0 <HBAV<OND<gNAND<c<IANOLS f—

[ (x=0)v —cv;lf(x+v—§>5\/(x+@>5/\v—g<0))v::—fv;
t:= 0{’:v,v’:—g,tlzl&xZO/\tS1})*](0§x§5)

| /\

Now need to take delay into account
The safety condition needs to be always true, not only at the end.

— Tricky to get right
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\ Event-triggered \ Time-triggered
Sensing Continuous sensing | Discrete sensing
Easier to Verify Implement
More info Chapter 08[3] Chapter 09[3]

Physics matters!
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\ Event-triggered \ Time-triggered
Sensing Continuous sensing | Discrete sensing
Easier to Verify Implement
More info Chapter 08[3] Chapter 09[3]

Physics matters!

Use verified event-triggered model as basis for time-triggered model
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Cyber-Physical Systems

[train]safe
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Cyber-Physical Systems
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Cyber-Physical Systems

[train]safe
a5 X
) ) m
Time-triggered [ "' Event-triggered | T
Implementable Verifiable :
t : t

[time]safe < [event]safe ?

Relating CPS via Differential Refinement Logic (E. Prebet) 7121



[time]safe < [event]safe ?

Relating the two systems... — refinement [2]
..In a trusted way. — uniform substitution
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Differential Refinement Logic (dRL)

dL C dRL
Term: 9,17::::1:‘9—1—77‘9-17‘(0)’
Formula: d),w:::Hgn{ﬂqﬁ!gb/\w‘V;cd)‘ [a]qﬁ‘u <Bla=8
Program: a,ﬁ:::?w‘xzzﬂ}x::*’auﬁ‘a;ﬁ‘a*|x/:9&¢1
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Semantics

v € [a < B]iff (v,w) € [B] for all (v,w) € [a]

Quiz time:
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Using refinement

dL: reasoning according to the structure of the HP

dRL: allows changing the structure itself

a=p

(Congr) Cl o OF) a< B = (la]e « [B]¢)
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dRL Calculus and
Uniform Substitution




dRL Axioms: the very basics

All dL axioms...

Structural rewriting:

(<rent)
(T
(Uassoc)

Gsig-1)
(dist-1)
(annih-1)
)

( and
(unfold-l)

a < o
aUa = «
(@UB)UY = aU(BU"Y)

Ttrue;a = «
(a;8)U(s7) = e (BU7)
?false; o = ?false

;7 =7 AY)

?true U (o o) = o

Kleene Algebra (with tests) [1]

(Ui

(Ucomm
(sassoc
Gig-r
(dist-r
(annih-r
(Por

(unfold-r

d)
)
)
)
)
)
)
)

aU?false = «

BUa = aUp

a; (B;7) = (a5 8);y

a; Ttrue = «

(7)) U(B57) = (aUB);y

«; Tfalse =7false

26U =2V 1)

true U (o*;a) = o
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(Some) Axioms of dRL

dRL-specific axioms:

(<)) a<B—(ae <+ [Bl9) () wf<rdcasyA[a]f<o

() aUB<yeo a<yAB<y (Ur) a<pBUy<a<pfVasy

(<)) a<Be(a<yAy<h) (unloop) a* < B* « [@*](a < B)
(loop,) ;8" <a+a;f<a (loop) @B < B+ [0l B <P

(ODE) o' =0& ¢ <z’ =n&t « [z =0&¢|(x' =n A1)
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Axioms soundness

() aB<vd<—a<yA[a]f<é

(unloop) a* < B* « [a*](a < B)

(ODE) o' =0&¢p <2 =n&t < [2 =0&¢|(x' =n A1)
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Axioms soundness

() aB<yda<yA[aB<é

(unloop) a* < B* + [a*](a < B)
(ODE) 2/ =0& ¢ <2 =n& < [2' = 0& ¢|(z' =n AY)
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Relating event and time

ctrlg

((a:=cUa:=x%;7Safeg);t:=0; {2’ = f(z),t =1& E(z) >0
U{a’ = f(z),t' = 1& E(z) < 0}))
VI
((a:=cUa:=x;?Safer(T));t:=0;{z' = f(z),t' =1&t < T})*
ctrlp ode

Relating CPS via Differential Refinement Logic (E. Prebet) 15/21



Relating event and time

ctrlg

((a:=cUa:=x%;7Safeg);t:=0; {2’ = f(z),t =1& E(z) >0
U{a’ = f(z),t' = 1& E(z) < 0}))
VI
((a:=cUa:=x;?Safer(T));t:=0;{z' = f(z),t' =1&t < T})*
ctrlp ode

General proof tree structure on board
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Uniform Substitution

Axioms are formulas, instantiations are recovered by uniform substitution.

Term: 0,m:=... | f(0) [1:ZT—-S—R
Formula: ¢, == ... | p(6) [1:Z—P(S)
Program: a,fu=...|a [1:Z—P(SxS)
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(Some) Axioms of dRL with constants

dRL-specific axioms:

(<)) a<B—(ae <+ [Bl9) () wf<rdcasyA[a]f<o

() aUB<yeo a<yAB<y (Ur) a<pBUy<a<pfVasy

(<)) a<Be(a<yAy<h) (unloop) a* < B* « [@*](a < B)
(loop,) ;8" <a+a;f<a (loop) @B < B+ [0l B <P

(ODE) o' =0& ¢ <z’ =n&t « [z =0&¢|(x' =n A1)
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(Some) Axioms of dRL with constants

dRL-specific axioms:

(<D a<b— ([a]¢ « [b]®) () a;b<cda<cAlab<d

(U) aUb<c+oa<cAb<c (Uy) a<bUc+a<bva<ec

(<) a<b(a<cAe<b) (unloop) a* < b* « [a*](a < b)
(loop,) a;b* <a+a;b<a (loop;) a*;b<b+ [a*]a;b<b

(0DE) o' = f(w) &pla) < @' = g(z) & q(a) & [ = (z) &p@)]@ = 9(x) A q(@))
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Soundness of Uniform Substitution

o .
(US) %lfa(gb)deﬁned

“Do not introduce new free variables in a context where they are bound”

Additional case: o(a < B) = o(a) < o(B)

And... that's it?
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Static semantics

The free variables of a refinement is not defined.

FV(a < B) = FV(a) UFV(5) ?
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Static semantics

The free variables of a refinement is not defined.
FV(ar < B) = FV(a) U FV(B) U ((BV(a) UBV(B)) \ (MBV(a) N MBV(§)))

(ty=1<z2:=0)«<(y=1—2=0)
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- Hybrid system refinement
— CPS proofs no longer bound by the HP shape
— transfer event-triggered systems’ safety to time-triggered systems

- Uniform substitution-style calculus
— easily implemented in KeYmaera X
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