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Complex Physical Systems: Hybrid Systems

Q: | want to verify my car A: Hybrid systems Q: But there’s a lot of cars!

Challenge (Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)
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Complex Physical Systems: Distributed Hybrid Systems

Q: | want to verify lots of moving cars A: Distributed hybrid systems Q: How?

Challenge (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

o Discrete dynamics &2 =% R A e
(control decisions)

@ Structural dynamics
(remote communication)

@ Dimensional dynamics
(appearance)
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State of the Art: Modeling and Simulation

No formal verification of distributed hybrid systems

Shift [4] The Hybrid System R-Charon [5] Modeling Language for
Simulation Programming Reconfigurable Hybrid Systems
Language

Hybrid CSP [6] Semantics in ®-calculus [9] Semantics in rich set
Extended Duration Calculus theory

HyPA [7] Translate fragment into ACP$ [10] Modeling language

normal form. proposal
X process algebra [8] Simulation, OBSHS [11] Partial random
translation of fragments to simulation of objects

PHAVER, UPPAAL

André Platzer (CMU) 5/23
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Contributions

@ System model and semantics for distributed hybrid systems: QHP
@ Specification and verification logic: QdL

@ Proof calculus for QdL

@ First verification approach for distributed hybrid systems

© Sound and complete axiomatization relative to differential equations

@ Prove collision freedom in a (simple) distributed car control system,
where new cars may appear dynamically on the road

@ Logical foundation for analysis of distributed hybrid systems

@ Fundamental extension: first-order x(i) versus primitive x

CSL'10,LMCS'12

André Platzer (CMU) 6 /23


http://symbolaris.com/meta/andre.html
http://dx.doi.org/10.1007/978-3-642-15205-4_36
http://dx.doi.org/10.2168/LMCS-8(4:17)2012
http://symbolaris.com/

© Motivation

© Quantified Differential Dynamic Logic QdL
@ Design
@ Syntax
@ Semantics

© Proof Calculus for Distributed Hybrid Systems
@ Compositional Verification Calculus
@ Deduction Modulo with Free Variables & Skolemization
@ Actual Existence and Creation
@ Soundness and Completeness
@ Quantified Differential Invariants

@ Applications
© Conclusions
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Outline (Conceptual Approach)

© Quantified Differential Dynamic Logic QdL
@ Design
@ Syntax
@ Semantics
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)

@ Discrete dynamics
(control decisions)

@ Structural dynamics
(communication/coupling)
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Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
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@ Discrete dynamics
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@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x"=a

W _g(2) v(2)

ap (1) v(1)

@ Discrete dynamics
(control decisions)
a:=if ..thenAelse—b

@ Structural dynamics
(communication/coupling)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
x(1)" = a(r)

@ Discrete dynamics
(control decisions)

a(i):=1if ..thenAelse —b

@ Structural dynamics
(communication/coupling)

W _g(2) v(2)

ap (1) v(1)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if..thenAelse—b
@ Structural dynamics
(communication/coupling)

W _g(2) v(2)

ap (1) v(1)
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if..thenAelse—b
@ Structural dynamics

(communication/coupling)
£(i) := carlnFrontOf{(i)

wa()o(1) [ P2v)

o>

K
Lo
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Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if..thenAelse—b
@ Structural dynamics
(communication/coupling)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)

André Platzer (CMU) 7/23


http://symbolaris.com/meta/andre.html
http://symbolaris.com/

Model for Distributed Hybrid Systems

Q: How to model distributed hybrid systems A: Quantified Hybrid Programs
Model (Distributed Hybrid Systems)

@ Continuous dynamics
(differential equations)
Vi x(i)" = a(i)
@ Discrete dynamics
(control decisions)
Via(i):=if..thenAelse—b
@ Structural dynamics
(communication/coupling)
(i) := carlnFrontOf(i)
@ Dimensional dynamics
(appearance)

n :=new Car
André Platzer (CMU) 7/23
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(i) =0
Vi:C x(i):=0
’Q

a; B

aUpf

a*

(quantified ODE)
(quantified assignment)

(conditional execution) jump & test
(seq. composition)
(nondet. choice) Kleene algebra

(nondet. repetition)

André Platzer (CMU)
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(s) =
Vi: C x(s)
’Q

a; B

aUpf

a*

(quantified ODE)
(quantified assignment)
(conditional execution)
(seq. composition)
(nondet. choice)
(nondet. repetition)

jump & test

Kleene algebra

André Platzer (CMU)
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(s) =46 (quantified ODE)

Vi:C x(s):=6 (quantified assignment) _

7Q (conditional execution) jump & test
«; B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)

DCCS = (ctrl;drive)*

. . . . .. P\ v() z(n)
ctrl = Vi:C a(i):=1fVj: C far(i,j) then Aelse —b
dri Vi:C E'))” 1 ('3, - (ﬁ
rive = Vi:C x(i)" = a(i a®),, VGBI o2 2D o,
e Em L& ==

(rp\ Iy Iy
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(s) =46 (quantified ODE)

Vi:C x(s):=6 (quantified assignment) _

7Q (conditional execution) jump & test
«; B (seq. composition)

aup (nondet. choice) Kleene algebra
a* (nondet. repetition)

DCCS = (appear; ctrl; drive)*
appear = n:=new C; ?(Vj:C far(j,n))
. N . .. P () z(n)
ctrl = Vi:C a(i):=1fV): C far(i,j) then Aelse —b (ﬁ

drive = Vi:C X(i)" = a(r) vz,  vBEE A o2 2 vz,
e Emm V¢ ==

(rp\ Iy Iy
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (Quantified hybrid program «)

Vi:C x(s) =46 (quantified ODE)

Vi:C x(s):=6 (quantified assignment) _

7Q (conditional execution) jump & test
«; B (seq. composition)

alUp (nondet. choice) Kleene algebra
a* (nondet. repetition)

DCCS = (appear; ctrl; drive)*
appear = n:=new C; ?(Vj:C far(j,n))
. . . . .. P\ v() 2(n)
trl = Vi:C = 1ifVj: C far(i,j) then Aelse —b
dc.r v/. ‘ a((/.))” i (; ar(i,j) then Aelse (? _
rive = Vi:C x(i)" = a(i A,y vBeB 2 S vy,
L e L a@ o

new C is definable! == et =SS
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (QdL Formula ¢)

AV, =, Vx,3x, =,>, +,- (R-first-order part)
[a]d, (a)o (dynamic part)

[(appear; ctrl; drive)*] Vi#j: C x(i) # x(j)

o) zin)
'g

e VR Y ‘_vuu zzi"“ COEQM

(rp\ Iy Iy
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (QdL Formula ¢)

AV, =, Vx,3x, =,>, +,- (R-first-order part)
[a]d, (a)o (dynamic part)

Vi, j: C far(i,j) — [(appear; ctrl; drive)*] Vi : C x(i) # x(j)

o) zin)
'g

e VR Y ‘_vuu “ﬁ“ COEQM

(rp\ Iy Iy
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Quantified Differential Dynamic Logic QdL: Syntax

Definition (QdL Formula ¢)
AV, =, Vx,3x, =,>, +,- (R-first-order part)

[a]d, (a)o (dynamic part)

Vi, j: C far(i,j) — [(appear; ctrl; drive)*] Vi : C x(i) # x(j)

far(i,j) = i #j — x(i) <x() Av(i) < v(j) Aa(i) < a())
vV x(1) > x(j) A v(i) > v(j) Aa(i) > a(j). ..

o) zin)

vu_@)m vl Bﬁ” \0/ vuuzzi' w1,
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (Quantified hybrid program «: transition semantics)

®Vi: C x(s) == 9@

X

o w if w(x)(ve[s]) =ve[6] (for all e)
oV and otherwise unchanged

; t
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (Quantified hybrid program «: transition semantics)

®Vi:Cx(s) :9®

X

t e
% O () _ o) (fora o

T t
Vix(s) =46

André Platzer (CMU)
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (Quantified hybrid program «: transition semantics)
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (Quantified hybrid program «: transition semantics)

X
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (Quantified hybrid program «: transition semantics)

Q

8 if v iEQ

X
oV no chapge if v E Q
otherwise no transition
1 t
0
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (Quantified hybrid program «: transition semantics)

@ if v i£Q

X
oV no chapge if v E Q
otherwise no transition
1 t
0
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (QdL Formula ¢)
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (QdL Formula ¢)
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (QdL Formula ¢)

Qa-span
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Quantified Differential Dynamic Logic QdL: Semantics

Definition (QdL Formula ¢)

Qa-span

compositional semantics = compositional calculus!
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Outline (Verification Approach)

© Proof Calculus for Distributed Hybrid Systems
@ Compositional Verification Calculus
@ Deduction Modulo with Free Variables & Skolemization
@ Actual Existence and Creation
@ Soundness and Completeness
@ Quantified Differential Invariants
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Proof Calculus for Quantified Differential Dynamic Logic

¢

Vix(s):=46
P([Vi x(i) := 0]x(u)) < ) ( )
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Proof Calculus for Quantified Differential Dynamic Logic
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Vi(i=u— ¢(0)) Vix(s):=46
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Proof Calculus for Quantified Differential Dynamic Logic

Vi(i = [Vix(i):=0lu— ¢(0)) Vix(s):=46 ¢
P([Vix(i) == O]x(u)) ( ) ( )



http://symbolaris.com/meta/andre.html
http://symbolaris.com/

Proof Calculus for Quantified Differential Dynamic Logic

¢

Vi(i = [Vix(i):=0lu — ¢(0)) Vix(s):=46
i x(7) = Olx(@) v )—()

P([vix(s) == O]x(u))
———
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Proof Calculus for Quantified Differential Dynamic Logic

¢

Vi (i = [Vix(i):=0lu — ¢(0)) Vix(s):=46
AV x(7) = A1x(w)) v )—()

if 3is = uthenVi(s = u — ¢(0)) else Pp(x(u))

P([vix(s) == O]x(u))
———
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Proof Calculus for Quantified Differential Dynamic Logic

¢
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Proof Calculus for Quantified Differential Dynamic Logic

¢

Vi (i = [Vix(i):=0lu — ¢(0)) Vix(s):=46
AV x(7) = A1x(w)) v )—()

if 3is = uthenVi(s = u — ¢(0)) else ¢(x(uv))

P([vix(s) == O]x(u))
———
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Proof Calculus for Quantified Differential Dynamic Logic

¢

Vi (i = [Vix(i):=0lu — ¢(0)) Vix(s):=46
AV x(7) = A1x(w)) v )—()

if 3is = [A]JuthenVi (s = [Alu — ¢(0)) else ¢(x([A]u))

o([vix(s) := O]x(u))
————

A
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Proof Calculus for Quantified Differential Dynamic Logic

Vi(i = [Vix(i):=0lu — ¢(0)) Vix(s):=46 ¢
AV x(7) = 01(w)) )
if 3is = [AJuthenVi (s = [Alu — ¢(0)) else ¢(x([A]u))
o([Vi x(s) := O]x(u))
R S

A
/:

Vix(i) =6
VE>0 Vi x(i) == x;(t)] ¢ M

[Vix(i) = 616 ¢
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Proof Calculus for Quantified Differential Dynamic Logic

Vi(i = [Vix(i):=0lu — ¢(0)) Vix(s):=46 ¢
AV x(7) = 01(w)) )
if 3is = [AJuthenVi (s = [Alu — ¢(0)) else ¢(x([A]u))
o([Vi x(s) := O]x(u))
R S

A

Vix(i)) =6
VE>0[Vix(i) = xi(t)]o M
: T ¢

Vix(i)y = 016 Treooet
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Proof Calculus for Quantified Differential Dynamic Logic

compositional semantics = compositional rules!
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Proof Calculus for Quantified Differential Dynamic Logic

(v )o
(o] A [l 0

aup
8 .Qﬁ

[aUBle
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Proof Calculus for Quantified Differential Dynamic Logic

¢

o
[o]6 A [l 0/

LR aup
[0 U B9 \
8 ¢

a; B
[a][5]¢ - D\ »
[ Blo « Jop

[a][B]¢ [8]¢
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Proof Calculus for Quantified Differential Dynamic Logic

(v )o
(o] A [l 0

LR aup
[auBle \

7 )

a; B

[a][5]¢ - D\ »
[ Blo « Jop
[][B8]6 [81¢

¢ (¢ —la]p)
[a*]¢
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Deduction Modulo with Free Variables & Skolemization

Vi x(D)#x () — Vix(i)' = — b VjZkx(i)#x(k)

o) zin)
'g
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Deduction Modulo with Free Variables & Skolemization

Vi x()#x() = Vix(i) = v(i), v(i) = bl Vjkx()#x(k)
Vi x(D)#x () — Vix(i)' = — b VjZkx(i)#x(k)

Ty v(n) z(n)

v(4) 2(4) 1 v(‘)JB; i \0/ v@ﬂZ;i v() (1),
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Deduction Modulo with Free Variables & Skolemization

Vij x(i)#x(j) V>0 Vi x(i) := — 82 + v(i)t + x(i)Vjk x(j) #x(K)
Vi x()#x() = ix(i) = v(i), v(i) = — bl Vjkx(i)#x(k)
Vi x(D)#x () — Vix(i)' = — b VjZkx()#x(k)

o) zin)

@) z@) . vLuBii \Q,szii o),
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Deduction Modulo with Free Variables & Skolemization

Vi x()#x(j) =520 — [Vix(i) := =35> + v(i)s + x(i)] Vjzk x(j)#x(k)

Vi x()#x() V=0 [Vix(i) := =3 + v(i)t + x(1)IVj#k x(j)#x(k)

Vi x(1)#x() = [Vix(i) = v(i), v(i)’ = —b] Vj7k x(j)#x(k)

Vi x(D)#x () — Vix(i)' = — b VjZkx()#x(k)

v(n) z(n)
v@)2(@) 1 vQ43ii \Q,{-uzii oz, ,
e
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Theorem (Relative Completeness)

QdL calculus is a sound & complete axiomatisation of distributed hybrid
systems relative to quantified differential equations.
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Quantified Differential Invariants

Theorem (Quantified Differential Invariant)
Q—[Vi: C f(i) :=0]F
F[Vi: C f(iy = 0&Q]F

is sound
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A Simple Proof with Quantified Differential Invariants
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Challenge: Local lane dynamics

@ A car controller for a differential equation
respects separation of local lane.
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Challenge: Local lane dynamics

@ A car controller for a differential equation
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quantified differential dynamic logic

QdL = FOL 4+ DL + QHP

Distributed hybrid systems everywhere
System model and semantics
Logic for distributed hybrid systems

Compositional proof calculus

First verification approach

Sound & complete / diff. eqn.
@ Quantified differential invariants

@ Distributed car control verified

@ Distributed aircraft control verified
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